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Background (MPC)

Secure Multiparty Computation
Distrustful parties compute correlated outputs on their (secret) inputs

and only reveal what the outputs suggest.

© Powerful Feasibility Results

© Any traditional signature scheme can be “thresholdized”, in principle

® MPC theory is not a panacea



Desiderata

» Non-Interactive Signing

Especially relevant for
“cold wallets”.



Desiderata

» Non-Interactive Signing

» Accountability

Known as security
w/ identifiable abort
in MPC literature.



Desiderata

» Non-Interactive Signing

» Accountability

» Proactive Security

Adaptive vs Static
Adversaries



Desiderata

» Non-Interactive Signing

» Accountability
» Proactive Security

» UC Security

Even when multiple
different sessions are
occurring simultaneously.




Desiderata

» Non-Interactive Signing

» Accountability
» Proactive Security

» UC Security

We show how to achieve all of these
properties in one protocol!
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Two-Party Dishonest Majority:

Multiparty Dishonest Majority:
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Our Results

We present two related protocols for threshold ECDSA.
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Communication Model:
We rely on synchronous broadcast channel



Our Results (cont’d)

We present two related protocols for threshold ECDSA.

Non-Interactive Signing v v
Full Proactive Security
Accountability

UC - Security
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Our Results (cont’d)

We present two related protocols for threshold ECDSA.

Non-Interactive Signing v v

Full Proactive Security v v
Accountability v v

UC - Security v v
Round-Complexity (Signing) 4ie.3+1 7ie.6+1
Accountability Overhead 0(n?) 0(n)

~—

Overhead kicks in only
when a fault is detected




Comparison

Most

Round-Efficient

Ring

1D

Signing Protocol Rounds Ops Ops Communication Proactive | sport | UC
Gennaro and Goldfeder [30] 9 10n 50n 10k 4+ 20N (7 KiB) X X X
Lindell et al. [45] (Paillier)™ 8 80n | 50n | 50k + 20N (7.5 KiB) X X v
Lindell et al. [45] (OT)" 8 80n. 0 50k (190 KiB) X X v
Doerner et al. [27] log(n) + 6 5 0 10 - x* (90 KiB) X X v
Castagnos et al. [20]* 8 15n 0 100 - & (4.5 KiB) X X X
This Work: Interactive® 4 or 7 10n | 90n | 10k + 50N (15 KiB) v v v
This Work: Non-Int. Presign® 3 or 6 10n | 90n | 10k + 50N (15 KiB) v v v
This Work: Non-Int. Sign 1 0 0 k (256 bits) v v v







~2 as expensive in comp &
com compared to the most
com-efficient protocols

Most
Round-Efficient

Comparison

Group | Ring 1D

Signing Protocol Rounds Ops Ops Communication Proactive | sport | UC
Gennaro and Goldfeder [30] 9 10n 50n 10k + 20N (7 KiB) X X X
Lindell et al. [45] (Paillier)™ 8 80n | 50n | 50k + 20N (7.5 KiB) X X v
Lindell et al. [45] (OT)" 8 80n. 0 50k (190 KiB) X X v
Doerner et al. [27] log(n) + 6 5 0 10 - x* (90 KiB) X X v
Castagnos et al. [20]* 8 15n 0 100 - & (4.5 KiB) X X X
This Work: Interactive® 4 or 7 10n | 90n | 10k + 50N (15 KiB) v v v
This Work: Non-Int. Presign® 3 or 6 10n | 90n | 10k + 50N (15 KiB) v v v
This Work: Non-Int. Sign 1 0 0 k (256 bits) v v v




TECHNICAL OVERVIEW




Background




Preliminaries (Notation)

ForT € N, let +T denote {-T,...,0,...,T}.

Non Standard Notation!!
Index disappearance denotes summation

e.g. if x;, kj, 6, ... becomes x, k, § ...it means }.; x; ,Z]- ki, 2000 ...

Also for double indices!



Preliminaries (ECDSA)

* Parameters:

» (G, g, q) group-generator-order and hash H: {0,1}" — [Fg.
e Algorithms:

» keygen() = (x «F, X=g"€ (G:)

where k « [F, and
m = H (msg).

> sign,.(msg) = (r,0) s.t.
r = g"_llx_axi{and o = k(m + rx). J
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Preliminaries (ECDSA)

* Parameters:

» (G, g, q) group-generator-order and hash H: {0,1}" — Fg.
e Algorithms:

» keygen() = (x «F, X=g"€ (G)

where k « [F, and
m = H (msg).
> sign,.(msg) = (r,0) s.t.

r = gil‘_llx_axiS ando =k -m+r(k - x).

a" _ I
(Gist of) MPC sign:
Sample shares k; ... k,; of k and compute shares of
\k - x via pairwise multiplication with x; ... x,,. b




Preliminaries (ECDSA)

* Parameters:

» (G, g, q) group-generator-order and hash H: {0,1}" — Fg.
e Algorithms:

» keygen() = (x «F, X=g"€ (G)

where k « [F, and
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Preliminaries (Paillier Encryption)

* Algorithms:

» keygen() = RSA Modulus & Factors (N; pq,p2)

> ency(m €Zy) = (1 + N)™ - pYN mod N?
>
Easy to deduce m
knowing @ (N)



Preliminaries (Paillier Encryption)

* Algorithms:

» keygen() = RSA Modulus & Factors (N; pq,p2)

> ency(m €Zy) = (1 + N)™ - pYN mod N?

>

— . . ] Easy to deduce m
* Paillier is additive homomorphic: knowing ¢ (N)

ency(my + m,) = ency(m,) - ency (m,)

ency(a - m) = ency(m)“



Preliminaries (Multiplication via Paillier)

A and B wish to compute (a,b) = (s, 5,) such that

A is associated with
Paillier public key N
1. AsendsC = enc(a)

2. B samples s, and replies with D = C? - enc (—s,)

Output: A outputs s; = dec (D) and B outputs s,. @




Protocol (Honest-But-Curious)

From P; perspective - Each P; holds secret key-share x;

1. Sample k;, y; < F, and send K; = enc;(k;) to all.

2. Foreachj #ido Write ; ; and 8, ;
for P;’s output in each mult.

» SetD;; = I(jxi -enc;(B; ) for By j « +2¢ - g NB—>8 = k-yandy = k- x

> SetD;; = iji : encj(ﬁi’,j) for B; ; « +2¢ - q
Send (Dj,ir Dj,,i) to :P]

3. SetI; = g¥iandsend (I}, §;) to all

5—1
4. SetR = (Hj I‘]) and send g; = k; m + ry; toall.

.H [ Output (1, 0).



Malicious Security Challenges

We are embedding values of [F, into Zy (q & N are coprime)

enc(y-k +8 modqg) = enc(y -k + ) modg (1)
In case of equality — signature verifies

i - : Carefull choice of y &
Otherwise — signature does not verify arefull choice of y & 5

reveals a bit of information
per protocol execution.

LadderLeak: Breaking ECDSA
With Less Than One Bit Of Nonce Leakage
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Malicious Security Challenges

We are embedding values of [F, into Zy (q & N are coprime)
enc(y-k +8 modqg) = enc(y -k + ) modg (1)

In case of equality — signature verifies

Carefull choice of y & 8
reveals a bit of information
per protocol execution.

Otherwise — signature does not verify

© Solution: Enforce a “range policy” on all secret data

i.e. values can only be chosen from some range +2¢ « N

Also in Lindell-Nof"18 and [ ZK-Proofs for R = {(N, C; x)|C = ency(x) Ax € +2¢} ]
Gennaro-Goldfeder’18




Our Protocol(s)




Our Protocol
is small.

Prove that D;; and D; ; were

computed as prescribed
using small values

1. Sample k;, y; < F, and send K; = enc;(k;) to all.

2. Foreachj #ido

> Set Dj,i = I(jxi . ean(ﬁi,j) for ,Bl"j « iZf q

> SetD;; = iji : encj(ﬁi’,j) for B; ; « +2¢ - q

Send (Dj,il Dj,,i) to .7)]

3. Set[; = g*iandsend ([}, §;) to all Verify that R is
» well-formed

5
4. SetR = (]_[ij) andsend g; = k; m + ry; to all



Our Protocol

1.

Prove that k;
is small.

Prove that D;; and D; ; were

computed as prescribed
using small values

Sample k;, y; « [, and send K; = enc;(k;) to all.

Foreachj # i do

> Set Dj,i = I(jxi . ean(ﬁi,j) for ,Bl"j « iZf q

> SetD;; = iji : encj(ﬁi’,j) for B; ; « +2¢ - q

Send (Dj,il Dj,,i) to .7)] NEW!
Special algebraic check for R.

Set I; = g*i and send (T3, 6;) to all

-1

5
SetR = (]_[ij) andsend g; = k; m + ry; to all



Our Protocol

1.

Prove that k;
is small.

Prove that D;; and D; ; were

computed as prescribed
using small values
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Our Protocol
is small.
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Our Protocol
is small.

Prove that D;; and D; ; were

computed as prescribed
using small values

1. Sample k;, y; < F, and send K; = enc;(k;) to all.

2. Setl; = g”i and for each j # i do

> Set Dj; = © eNc; (,BU) and F; ; = enc; (,8”)

> SetD;; = iji ' ean(ﬁi',j) and F; = enci(,Bi',]-)

Prove that you
Send (I, D;;,D;;, Fi i, to ;.
( i J LG, l) use the right k;.

3. SetA; = (Hj I}) “ and send (A, 6;) to all
[ Check that g° = [1; 4;

6_1
4. SetR = (1_[]- F]) and send g; = k; m + ry; toall

[ Output (7, 0) if it’s a valid sig




Accountability




Accountability

—

© If zk-proof fails, attribute fault to relevant party.
® Parties verify only parts of the transcript.
® Offline GMW-Style accountability is wasteful.

0(n?) comp/comm

overhead for “GMW-
style accountability”




Accountability

If nonce R is malformed:
a) Open* all the ciphertexts {D; ;} ;.

b) Verify which party sent the wrong 9;.

________________________________________________________

Prove that k;
is small.

1. Sample k;, y; < F, and send K; = enc;(k;) to all.

Qur Protocol

2. Setl; = g¥iandforeachj # ido

Prove that D;; and D;,; were
. computed as prescribed
> SetD;; = KJ b encj(,B,-_,j) and F;; = enc(([f[,j—) using small values
> setDj; = K" - enc;(B{;) and Fj; = enc;(f/))

send (I, Dy, D) Fii  Fl ) to . Prove that you
(L Jee “) ! use the right k;.

3. SetA; = (]_[j- l“j—)ki and send (4, §;) to all

571
4. SetR = (l_[j F]) and send g; = k; m + ry; toall

________________________________________________________



Accountability

If signature-string does not verify

________________________________________________________

Qur Protocol

1. Sample k;, y; < F, and send K; = enc;(k;) to all.

2. Setl; = g¥iandforeachj # ido

Prove that D;; and D;,; were
. computed as prescribed
» Set Dj',' = K] L. Ean(,B,'_’j) and F)( = el'lL"([J’[’j—) using small values
> SetDj; = K}.V" ~eng;(B;) and F}; = enc;(B];)

send (I, Dy, D} 1 F i, F ) to P

use the right k;.

3. SetA; = (]_[j- l“]—)k‘ and send (4, §;) to all

571
4. SetR = (l_[j Fj) and send g; = k; m + ry; toall

________________________________________________________

@ Not possible to reveal the underlying plaintexts.

Includes long-
term secrets
xl ann xn

© Our Solution for Protocol 2

a) Reveal §; = R¥i and Y, = R%j during presigning.

b) Once m is known check R% = §/™ - Y.

Incurs a round-
complexity penalty.

[ 0O(n) comp/comm overhead! ]




Security Analysis




Security Analysis Analysis in ROM

Previous works show security either via
1. Secure FE of ECDSA (in standalone or UC-framework)
2. Standalone reduction to unforgeability of ECDSA

THIS WORK (New)
Our protocol(s) UC-realize an ideal threshold signature functionality.

1. Authorized sets can generate valid signatures.

2. Unauthorized sets cannot generate valid signatures.

Crux of the proof:
UC simulation is indistinguishable unless non-threshold ECDSA is forgeable.

[Scheme is provably secure against adaptive adversary]




Conclusion

* We leverage Paillier Encryption as a commitment scheme
Reduces round-complexity and enables concurrent signings.

* We devise a special-purpose technique for fault attribution.
Reduces complexity penalty for accountability.

 Completely new approach for obtaining UC-security.

Security against adaptive adv. to gain full proactive security.




